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IT’S 2008:  DO U KNOW WHERE UR ASSOCIATES R?
Civility, Liability, and Privacy Implications of e-Communication

I.  e-Communication and Professional Civility Standards

A Sacramento County Bar Association Standards Of Professional
Conduct, Section 3, Responsibilities to the Court and the Bar:

“Lawyers shall always act toward other members of the bar in a professional,
courteous, dignified, and civil manner, mindful that all lawyers are officers of the
court and members of a learned profession, and that every lawyer has a duty to the
justice system to act with integrity and to set a high standard of civility.”

B. California Attorney Guidelines of Civility and Professionalism

“As officers of the court with responsibilities to the administration of
justice, attorneys have an obligation to be professional with clients, other parties
and counsel, the courts and the public. This obligation includes civility,
professional integrity, personal dignity, candor, diligence, respect, courtesy, and
cooperation, all of which are essential to the fair administration of justice and
conflict resolution.”

C. The Feature.Com, The Top Ten List of Instant Messaging Etiquette
(http://www.wirelessdevnet.com/newswire-less/thefeature04.html):

“Common courtesy still rules. Contrary to popular belief, composing an

SMS while you’re in a face-to-face conversation with someone is just about as
rude as taking a voice call.”

See Also Instant Messenger Etiquette at Forbes.com
(http://www.forbes.com/leadership/2006/08/22/leadership-bizbasics-messaging-c
x_tvr_0822bizbbsics.html)

D. In her article “The End of E-mail?” published in the July 7, 2007 edition of the
Sacramento Bee, reporter Rachel Leibrock reported that while 92% of surveyed adults
reported using e-mail, only 16% of teens regularly used e-mail.  The vast majority of
teens reported that they preferred text and instant messaging over e-mail.

http://(http://www.wirelessdevnet.com/newswire-less/thefeature04.html)


E. United Stated District Court, Northern District of California,
General Order 58 – Regulation Possession and Use of Electronic
Devices in the Courthouse

“With the exception of court personnel and court reporters, and with the
further exception of laptops, PDAs or their equivalent used by counsel during and
in connection with judicial proceedings, no electronic device may be used in any
courtroom without express permission, in advance, from the presiding judge. 

1. Counsel who wish to use electronic devices other than laptops,
PDAs or their equivalent during and in connection with judicial proceedings must
secure permission, in advance, from the judge presiding over those proceedings. 

2. Cell phones, pagers, and other electronic communication devices
may be activated only in the ‘vibration’ mode inside courtrooms or jury rooms.
Such devices may not be activated in courtrooms or jury rooms in any mode that
uses any sound to alert the user to incoming communication”

II.  e-Communication, the “Would-be Client,” and Law Firm Risk Management

A. Restatement 3 , The Law Governing Lawyers Section 14:rd

A relationship of client and lawyer arises when:

1.  a person manifests to a lawyer the person's intent that the lawyer
provide legal services for the person; and either 

a. the lawyer manifests to the person consent to do so; or

b. the lawyer fails to manifest lack of consent to do so,
and the lawyer knows or reasonably should know that the person
reasonably relies on the lawyer to provide the services . . . .

B. California State Bar Formal Opn. No. 2003-161: 

[“. . . . even in the absence of an attorney-client relationship, an attorney
may take on a duty of confidentiality to a prospective client “who, directly or
through an authorized representative, consults a lawyer for the purpose of
retaining the lawyer or securing legal service or advice from him in his
professional capacity . . . .”]

C. California State Bar Formal Opn. No. 2005-168

[A lawyer who provides to web site visitors who are seeking legal services
and advice a means for communicating with him, whether by e-mail or some other



form of electronic communication on his web site, may effectively disclaim owing
a duty of confidentiality to web site visitors only if the disclaimer is in sufficiently
plain terms to defeat the visitors’ reasonable belief that the lawyer is consulting
confidentially with the visitor. Simply having a visitor agree that an “attorney-
client relationship” or “confidential relationship” is not formed would not defeat a
visitor’s reasonable understanding that the information submitted to the lawyer on
the lawyer’s website is subject to confidentiality.  In this context, if the lawyer has
received confidential information from the visitor that is relevant to a matter in
which the lawyer represents a person with interests adverse to the visitor, the
acquisition of confidential information may result in the lawyer being disqualified
from representing either]

D. California Evidence Code Section 917 (b):

A communication between persons in a relationship listed in
subdivision (a) does not lose its privileged character for the sole reason that it is
communicated by electronic means or because persons involved in the delivery,
facilitation, or storage of electronic communication may have access to the
content of the communication.

E. Compare the Association of the Bar of the City of New York
Formal Opinion 2001-1

[Information imparted in good faith by a prospective client to a lawyer or
law firm in an e-mail generated in response to an internet website maintained by
the lawyer or law firm where such information is adverse to the interests of the
prospective client generally would not disqualify the law firm from representing
another present or future client in the same matter. Where the website does not
adequately warn that information transmitted to the lawyer or firm will not be
treated as confidential, the information should be held in confidence by the
attorney receiving the communication and not disclosed to or used for the benefit
of the other client even though the attorney declines to represent the potential
client].

F. See Also Washington D. C. Ethics Opn.  302 , [List of Best Practices Guidance on
Attorney Internet Communications] and  Washington D. C. Ethics Opn.  316

[Attorney’s participation in internet chat room providing legal advice may
give rise to the full panoply of confidentiality protections even where no attorney
client relationship is formed].

G. For further reading see Lanctot, Attorney-Client Relationships in
Cyberspace: The Peril and the Promise, 49 Duke L. J. 147 (1999) and
Rogers, Cyberlawyers Must Chart Uncertain Course in World of Online



 Advice, 16 ABA/BNA Lawyers’ Manual on Professional Conduct Special Report
96 (2000)

[Both concluding that broad disclaimers may not prevent the formation of
attorney-client relationships through cyberspace communications]. 

H.  In Togstad v. Vesely, Otto, Miller & Keefe (1980) 291 N.W.2d 686, the
attorney was contacted about a possible medical malpractice case.  The attorney
said that he did not believe the prospective client had a case, but that he would
“talk to the  partners” about it.  He did not do so. Over a year later, the plaintiff
contacted another lawyer and learned that the statute of limitations had run.  The
court of appeal affirmed a jury verdict imposing liability in the ensuing legal
malpractice case.

I. California Attorneys Should Also Be Aware of  California State Bar
Formal Opn. No. 2007-174 :

[. . . .attorney is ethically obligated, upon termination of employment, to
release, at the client’s request, (1) an electronic version of e-mail correspondence,
(2) an electronic version of the pleadings, (3) an electronic version of discovery
requests and  responses, (4) an electronic deposition and exhibit database, and/or
(5) an electronic version of transactional documents].

III. e-Communication and the Expectation of Privacy

A. See Quon v. Arch Wireless Operating Co., Inc. 529 F.3d 892,( 9th Cir.2008)

1. Electronic Communication Service that provided text messaging service
violated Stored Communications Act (18 U.S.C. § 2702) as a matter of law when it
disclosed content of text messages to employer without the consent of either the
addressee or the originator, notwithstanding that employer was the subscriber to the
service; 

2. Government employer may incur liability under 42 USC 1983 for
violating employee’s right to be free from unreasonable searches because such
employees may have reasonable expectation of privacy; and 

3. The reasonableness of the employee’s expectation of privacy turns
in part upon the nature and content of the employers Internet Usage Policy or its
equivalent.

B. The Berkman Center for Internet & Society at Harvard Law School has
provided a  Model Law Firm Policy Relating to the Use of the Internet. 
[HTTP://cyber.law.harvard.edu/seminar/internet-client/readings/Week7/
UsePolicy.doc].  The Model Law Firm Policy is as follows:
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Model Law Firm Policy Relating to the Use of the Internet

Internet Access Services

The Firm provides access to the Internet from the desk-top and from computers in the
library.  This policy statement sets forth the Firm’s policies with respect to acceptable use of any
Firm-provided Internet access resources (personal computers, browser software and
communications lines to the Internet).  To the extent that Internet access is used to send or
receive e-mail, this policy should be read with the Firm’s Policy Relating to Use of E-Mail.

Appropriate Use of Internet Access

Business Use

The Firm’s Internet access resources are, like other resources of the Firm, first and
foremost made available for Firm-related business.  They can be used for work on client matters,
practice and business development, associated research and other Firm matters.

Personal Use

The Firm recognizes that use of the Firm’s Internet access resources for personal use may
be necessary, just as personal telephone calls from the office may be necessary, and may be more
efficient than using the telephone or leaving the office to conduct personal business.  Personal
use of the Firm’s Internet access resources is permitted subject to this policy.

The capacity of the Firm’s communications lines to the Internet is not unlimited and,
therefore, Firm-related uses have priority at all times.

Permitted Uses

Downloading of Text and Other Non-Executable Files

For Firm-related business, users, in their discretion, may download text and other non-
executable files.

Users are encouraged, where possible, to download large files (whether for Firm-uses and
always for personal uses) during off-peak periods (e.g., evening hours), when there is likely to be
less congestion on the Firm’s communications lines to the Internet.

For personal use, users should

C Attempt, where possible, to determine the size of a file before downloading and
avoid downloading audio, video or graphics files, or any other files that are in
excess of twenty pages.



C Only print out a downloaded file when, having checked with other users, there are
no other competing Firm-related needs for the printer.

C Not print out very large files

Interactive Sites

Users of the Internet may need to access Web sites or other Internet locations that require
user registration or for which a charge is imposed.  Users also may need to access or upload
information to other interactive sites, such as bulletin boards or private or public chat rooms. 
Subject to the Firm’s Policy Relating to Use of E-Mail (which prohibits subscribing to personal
listservs at the Firm, limits personal use to short messages and asks that users try to limit the
receipt of lengthy personal messages from correspondents), access to such sites and locations is
permitted in accordance with the following:

C Registration using a Firm e-mail address is permitted.

C Whenever the user registers using a Firm e-mail address, participates in a listserv,
enters a chat room, sends or otherwise uploads information, the inclusion of the
domain name “lawfirm.com” indicates that the user is affiliated with the Firm. 
Users should be sensitive to any such affiliation (whether implicit or express) and,
for uses that are obviously Firm-related, they must be authorized to engage in
interactions or upload information that identifies their relationship to the Firm.

C If a Web site or other Internet location charges for access or to obtain relevant
information, users should charge, or authorize another to charge, such fees to their
Firm-issued or personal credit cards.  Where such charges are required for access
in connection with Firm-related matters, they are reimbursable in accordance with
usual Firm policies and procedures.

C Participation in interactive games or in other similar interactive sites is not
permitted for personal use.

Prohibited Uses

Internet access from the Firm is prohibited for objectionable activity and the following
activities are expressly prohibited:

C Accessing (including browsing) any sexually-oriented or other similar “adult”
Web sites, news groups or other Internet locations.  Users are forbidden from
undertaking any other activity that is intended to cause sexually-oriented or other
“adult” materials to be downloaded to, or to be otherwise associated with, the
Firm.
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C Accessing (including browsing) any other Web sites, news groups or other
Internet locations for purposes of gambling or engaging in any illegal activity.

C Downloading executable programs (e.g., self-extracting zip files) or program
modules (i.e., software applications or applets), or installing executable
attachments to e-mail, except as authorized by the Information Services
Department, to protect the Firm’s computer systems from viruses and to prevent
incompatibility with Firm-provided software.

C Conducting any ongoing non-Firm business activity.

Confidentiality Considerations

Disclosure of user information is inherent in Internet usage.  Users should be aware that
they may be inadvertently disclosing confidential information about themselves and the Firm to
Web site operators or third parties.

C Particularly when Internet usage is undertaken in connection with client-related
matters, users should be aware that Web sites and other Internet locations are
capable of monitoring and tracking user-specific and Firm usage, the frequency
and length of user visits, any items searched and any information that was
retrieved and downloaded.

C When Web sites and other Internet locations require information about the Firm or
its resources as a condition of registration or access, users should not disclose
sensitive or proprietary information.  Providing public information about the Firm
is permissible, but users should clear any disclosure of proprietary information
with the Information Services Department.

C Many Web sites use “cookies,” which are files that are sent to a user’s hard drive
and allow Internet servers to keep track of specific user information.  In the
interests of maintaining user privacy and the confidentiality of information about
the Firm, its users and their usage patterns, the Firm’s Internet browser has been
modified to require the express consent of the user before a Web site is allowed to
install a cookie on a user’s personal computer.  In most cases, Web sites remain
fully accessible even when a user declines to permit the cookie to be installed.

Privacy

Consistent with the tradition of the Firm, we respect the privacy of all users of the Firm’s
Internet access resources.  Personnel at the Firm do not routinely monitor users in their Internet-
related activities.  Nevertheless, all users are put on notice that the Firm tracks Internet usage and
is aware of which sites (including the Web, news groups and other Internet locations) are visited
by which users.  It uses computer programs to check for and log patterns of activity, routing



information and length of Internet access to particular sites and locations, and has the capability
to monitor the contents of uploads and downloads.

Accordingly, no user of the Firm’s Internet access resources has (or should expect to
have) any expectation of privacy.  (The Firm will, of course, respect its professional and legal
obligations not to disclose client confidences.)  Whether for the purposes of managing those
resources and traffic flow, assuring system security, verifying and ensuring compliance of all
persons with Firm policies or applicable law, or for any other reason, the Firm specifically
reserves the right (from time-to-time or at any time), to intercept, divert, discard, access or
review any Internet communication, other electronic communications or file, or any contents of
such communication, or any other information created on, transmitted over or stored in Firm or
service provider facilities, whether incoming or outbound, and whether at the time of transit or
thereafter.

The Firm also reserves the right to disclose to other persons or otherwise use the contents
of any Internet communication or any other electronic communications or file for any of the
foregoing purposes, as well as for the purposes of complying with or assisting law enforcement
officials or legal authorities who may, by subpoena, search warrant or otherwise, seek review of
such communications, or for the purposes of litigation or other legal proceedings.

The only persons authorized by the Firm to intercept, divert, access, disclose or review
any Internet communication, other electronic communications or file, or any contents of such
communication, without the consent of the sender or recipient, is the Director of the Firm’s
Information Services Department.
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